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Quy dinh riéng cong nhan t6 chtic chimg nhan ISMS/

Specific requirements for accreditation of CB operating ISMS certification

1. Muc dich

Tqéi li¢u nay néu yéu cau cu thé cho viéc cong nhan
to chirc chung nhan hé thong quéan 1y an toan thong
tin.

2. Taili¢u lién quan

ISO/IEC 17021-1: 2015 Danh gia sy phu hop — Yéu
cau cho t6 chire danh gia va chimg nhén h¢ thong
quan ly — Phan 1: Yéu cau.

ISO/IEC 27006-1: 2024 An toan thong tin, an ninh
mang va bao v¢ quyen riéng tu - Yéu cau dbi véi
cac to chuce cung cap dich vu danh gia va chimg nhan
hé théng quan 1y an toan thong tin.

IAF MD17: 2023 Quy dinh bét budc ap dung cua
IAF vé viéc chung kién trong coéng nhan t6 chirc
ching nhén hé théng quan 1y.

3. Yéu cau vé khach hang cia to chirc ching
nhan

T4 chirc ching nhan (TCCN) phai hoan thanh qua
trinh chirng nhén cho it nhat 01 khach hang.

4. Yéu ciu vé ning hrc chuyén gia cia TCCN

Chuyén gia danh gia phai co trinh d¢ dai hoc tro 1én.
5. Chuin muc danh gia cong nhan

Chuan myc cong nhan/ Accreditation criteria:

1. Purpose

This document sets up the specicfic requirements
for accreditation of information security
management systems certification bodies.

2. Referrence

ISO/IEC 17021-1: 2015 Conformity assessment —
Requirements for bodies providing audit and
certification of management systems — Part 1:
Requirements

ISO/IEC 27006-1: 2024 Information security,
cybersecurity and privacy protection
Requirements for bodies providing audit and
certification of information security management
systems

IAF MDI17: 2023 Witnessing activities for the
accreditation of management systems certification
bodies.

3. Requirements clients of

certification body

The certification body (CB) shall complete the
certification process for at least 01 client.

regarding

4. Requirements regarding competence of
CB’s auditor and technical experts

Auditors shall be at least university graduate.

5. Assessment criteria

ISO/IEC 17021-1: | Panh gia su pht hop — Yéu cau cho t6 chirc danh gia va chiing nhan hé thong quan

2015 ly/ Conformity assessment — Requirements for bodies providing audit and
certification of management systems.

ISO/IEC 27006-1: | An toan thong tin, an ninh mang va bao vé quyén riéng tu - Yéu cau d6i véi cac to

2024 chure cung cap dich vu danh gid va chiing nhan hé thong quan 1y an toan thong tin/
Information security, cybersecurity and privacy protection — Requirements for
bodies providing audit and certification of information security management
systems.

IAF MD 1 Chung nhan céc td chirc ¢6 nhiéu dia diém dua trén viéc chon mau/ Certification
of Multiple Sites Based on Sampling.

IAF MD 2 Chuyén giao ching nhan Hé théng quan 1y duoc cong nhén giita cac t6 chirc chimg
nhan/ Transfer of Accredited Certification of Management Systems.

IAF MD 4 Ap dung k¥ thuat ICT trong danh gia/ The use of ICT in auditing.

IAF MD 11 Ap dung ISO/IEC 17021 trong danh gia tich hop hé thdng quan 1y/ Application of
ISO/IEC 17021 for Audits of Integrated Management Systems.
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IAF MD 28
of Data on IAF Database.

Cong bd va cap nhat thong tin trén co s dit liéu cua IAF/ Upload and Maintenance

Chuan myc chimg nhan/ Certification criteria:

ISO/IEC  27001:
2022

An toan thong tin, an ninh mang va bao vé quyén riéng tu - Hé thong quan 1y an
toan thong tin - Yéu cau/ Information security, cybersecurity and privacy protection
- Information security management systems - Requirements

6. Yeéu cau vé chirng kién

Khi danh gia chimg kién, doan danh gia cong nhan
phai c6 nang luc ky thudt vé hé théng quan 1y an
toan thong tin.

M5t s6 linh vuc sau day dugc xem 1a c6 mirc 46 rui
ro cao vé khia canh an toan thong tin, nghia 13 s&
gdy ra thi¢t hai l6n hodc tac dong nghiém trong khi
xay ra sy ¢6 mat an toan thong tin:

— Linh vuc qudc phong, an ninh;

Linh vuc tai chinh, ngan hang va bao hiém,;

Linh vuc hanh chinh céng;
— Linh vuc nang luong hat nhan.

6.1 Chirng kién khi danh gia cong nhin lin
diu

Néu it nhat 01 cudc chung kién duoc thuc hién d6i
v6i cac nganh nghé, linh vuc rui ro cao noi trén,
TCCN c6 thé duoc cap pham vi cong nhan khong
gii han (nghia 14 bao gom tat ca cac nganh nghé,
linh vyc cua xa hoi).

Néu khong c6 cudc ching kién nao dugc thuc hién
dbi véi cac nganh nghé, linh vue rui ro cao noi trén,
TCCN chi c6 thé dugc cap pham vi cong nhan gidi
han (nghia 14 bao gom tt ca cc nganh nghe linh
vyc ctia xa hoi ngoai trir cac nganh nghé, linh vuc
rui ro cao noi trén).

Phai chtmg kién it nhat mot cudc danh gia chimg
nhan 1dn dau (gom ca giai doan 1 va giai doan 2).
Trong truong hop TCCN khong c6 khach hang
moi, ¢6 thé ching kién mot cudc danh gia ching
nhan lai, hodc hai cudc danh gia gidm sat bao quat
cac qua trinh chinh.

6.3 Chirng kién dé duy tri cong nhan

Trong mot chu ky cong nhan (5 nam ké tir khi cong
nhan co6 hi¢u lyc), phai ching kién moi ndm mot
cudc danh gia ISMS.

6. Requirements for witnessing

In witnessing assessment, the assessment team shall
have technical competence related to information
security management system.

In terms of information security, the following
sectors are considered to have a high level of risk
due to the great damage or serious impact in case of
an information security incident:

Defense and security sectors;

Finance, banking and insurance sectors;

Public administration sector;

— Nuclear fuel sector.

6.1 Witnessing for initial assessment

If at least one witnessing is conducted for the high-
risk economic activities, the CB can be granted an
unlimited scope of accreditation which covers all
economic activities.

If no witnessing is conducted for the high-risk
economic activities, the CB can only be granted a
limited scope of accreditation which covers all
economic activities except for the aforementioned
ones.

At least one initial audit (both stage 1 and stage 2)
shall be witnessed. If CB does not have any new
clients, it is possible to witness one renewal or two
surveillances which cover the key processes.

6.3 Witnessing for maintaining of accreditation

During the accreditation cycle (5 years since the
effective date of accreditation), at least one ISMS
witnessing shall be conducted annually.
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Dé duy tri pham vi cong nhan khong gidi han, trong To maintain an unlimited scope of accreditation, in
mot chu ky cong nhén phai chiung kién it nhat 01 an accreditation cycle, at least one witnessing shall
cudc doi voi cac nganh nghé, linh vye rii ro cao.  be conducted for the high-risk economic activities

Trong mdt chu ky céng nhan can chimg kién: In the accreditation cycle, it is necessary to witness:
— Cac chuyén gia danh gia khac nhau; — Different auditors;
— Cac khach hang khac nhau; — Different audited clients;
— Cac loai hinh danh gia khéac nhau. — Different type of audit.
7. Xac dinh thoi lwgng danh gia cong nhan 7. Determination of assessment duration
Hoat dong danh gid/ Assessment activities Thoi lugng/ Duration
Xem xét tai liéu (déi v6i cong nhan lan dau, chuyén ddi tiéu chuén)/ 1 MD
Document review (applicable for initial assessment, transition to new
assessment standard)

Danh gi4 tai van phong/ Office assessment:

e Ddi voi danh gia cong nhan 1an dau/ Initial assessment 3MD

e Ddi voi danh gia gidam sat/ Surveillance assessment 1 MD

e Doi voi dédnh gia cong nhan lai/ Reaccreditation assessment 2 MD

o Doi voi ddnh gia mo rong/ Extension assessment 1 MD

e Doi voi danh gid tai cac dia diém khac ngoai tru sé chinh cua 1 MD
TCCN (néu co)/ Assessment at sites of CB other than the main mdi dia diém/each site
site (if any)

Giam thoi lugng dénh gia trong cac trudng hop danh gia két hop | 30% tong thoi lugng danh gia
cac h¢ thong (giam khong qud)/ Reduction of assessment | 30% of total assessment time
duration in case of integrated assessment (reduction shall not

exceed)
Danh gia chimg kién/ Witnessing assessment Theo thoi lugng cudc danh
gia dugc ching kién
According to the duration of
the audit witnessed
Tham xét ho so trong danh gia cong nhan lan dau/ 1 MD

Reviewing of initial assessment records

Tham xét ho so khac/ Reviewing of other assessment records 0.5 MD

Ghi chi/ Note: MD (Manday) — ngay cong danh gia

8. Pham vi cong nhin 8. Scopes of accreditation

BoA cap cong nhan cho céc t6 chirc chimg nhan theo BoA grants accreditation for CBs according to the
pham vi duéi day: following scopes:

8.1 Pham vi cong nhan giéi han 8.1 Limited scope of accreditation

Chtrng nhan H¢ thér}g quan 1y An toan thong tin theo tiéu chuan ISO/IEC 27001:2022 v&i pham vi ching
nhan khong bao gom céc linh vuc sau/ Certification of Information Security Management System
according to ISO/IEC 27001:2022 with the scope of certification excluding the following sectors:
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— Linh vuc qubc phong, an ninh/ Defense and security sectors;

— Linh vuyc tai chinh, ngan hang va bao hiém/ Finance, banking and insurance sectors;
— Linh vuc hanh chinh cong/ Public administration sector;

— Linh vyc nang lugng hat nhan/ Nuclear fuel sector.

8.2 Pham vi cong nhian khong gidi han 8.1 Unlimited scope of accreditation

Chimg nhan Hé thong quan 1y An toan thong tin theo tiéu chuan ISO/IEC 27001:2022/ Certification of
Information Security Management System according to ISO/IEC 27001:2022.
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